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Abstract. In recent years we’ve seen breakthrough research success in medicine 

and computer science enabled by novel technology advancements, data analyses 
capabilities and learning techniques. Despite this, quality care doesn’t have full cove-
rage even in developed countries and access to care is recognised as one of the 
biggest challenges to the global healthcare system. Bound with population growth in 
remote areas in developing regions, which lack skilled professionals and medical 
resources, as well as aging in developed countries this caused a strong need for 
increasing healthcare effectiveness. Enabled by development of cloud technologies, 
quick expansion of mobile network coverage and internet access Clinical Information 
Management Systems integrated with decision support systems, Telemedicine (inclu-
ding distributed Virtual Healthcare Teams and medical imaging), Mobile Healthcare, 
medical Internet of Things (mIoT), Consumer Health Informatics with personal 
intelligent health assistants, Health Information Exchanges and deep learning 
techniques for diagnostics and knowledge extraction are among the state-of-the-art 
solutions which are more or less successfully used for coping with the problem 
mentioned above. This paper reviews current situation with implementing these novel 
informational systems, analyses their advantages, drawbacks, implementation 
impediments and outcome effectiveness suggesting platform for empowering their 
integration and maximizing output of each module. Such solution will have a synergy 
effect and result in a drastic increase of medical resource utilization effectiveness, 
service quality and providing bigger and fuller coverage with less spending at the 
same time empowering knowledge exchange process and laying foundation for future 
development and innovations in the whole healthcare domain. 

Keywords: EHR, Clinical Information Management Systems (CIMS), 
Telemedicine, Health information exchange (HIE), m-Health 
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технологій, можливостям аналізу даних та модернізацією освіти. Незважаючи 
на це, навіть у розвинених країнах якісне лікування не є повністю загальнодо-
ступним, таким чином можливість доступу до медичної допомоги визнається 
однією з найбільших проблем глобальної системи охорони здоров’я. Будучи 
тісно пов’язаною зі зростанням населення у віддалених районах регіонів, що 
розвиваються, недостачею кваліфікованих фахівців та медичних ресурсів, 
а також старінням нації в розвинених країнах ця проблема спричинила гостру 
потребу в підвищенні ефективності системи охорони здоров'я. В той же час, 
завдяки розвитку хмарних технологій, швидкому розширенню покриття 
мобільних мереж та доступу до інтернету, інтегровані з інтелектуальними 
системами підтримки прийняття рішень Системи документообігу медичних 
закладів (CIMS), Телемедицина (включаючи віртуальні розподілені медичні 
команди (VHT) та віддалену обробку медичних зображень), системи мобільної 
медицини, медичний Інтернет речей (mIoT), користувацькі медичні 
інформаційні системи (CHI) з інтелектуальними помічниками, міжорганізаційні 
системи обміну медичними даними (HIE) та методики глибинного навчання 
для діагностики та досліджень успішно використовуються для вирішення 
вищезазначеної проблеми. В даній роботі розглядається поточний стан 
впровадження перелічених новітніх інформаційних систем, аналізуються їх 
переваги, недоліки, перешкоди впровадження та ефективність, а також 
пропонується інтегрована платформа, котра максимізує ефективність 
функціонування кожного модуля. Даний підхід забезпечить синергетичний 
ефект та призведе до значного підвищення ефективності використання 
медичних ресурсів, якості послуг та забезпечення більш повного покриття з 
меншими витратами, одночасно розширюючи можливості обміну знаннями та 
створюючи основу для подальшого розвитку та інновацій в галузі охорони 
здоров’я.  

Ключові слова: Електронна карта пацієнта, Системи документообігу ме-
дичних закладів, Телемедицина, Обмін медичними даними, Мобільна медицина.  

 
Introduction 
Worldwide growth of population, especially in rural and remote areas coupled 

with the ageing of society in developed countries creates high pressure on healthcare 
facilities requiring more and more physicians and clinics. [1] Other factors with 
significant impact include, but are not limited to obesity, excessive alcohol 
consumption, smoking (these three problems are the major risk factors for non-
communicable diseases) and air pollution [2]. 

As we can see in the report published by the Organisation for Economic Co-
operation and Development (OECD)[2] general healthcare spending doubled in the 
last 20 years as shown on fig. 1. Number of doctors and nurses per 1000 inhabitants 
has a strong increasing trend (as it is shown on fig. 2 number of doctors rose almost 
30% in last 20 years and there are almost twice as many nurses as it was in 1997)[2]. 
Another interesting trend is decreasing the share of pharmaceutical spending (fig. 3) 
in healthcare costs — together with previously mentioned factors and decreasing 
number of hospital beds per capita for last 17 years (fig. 2) bound with almost 2x 
nurses numbers surge it clearly indicates growing demand on medical personnel and 
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its primary role in healthcare. These trends clearly indicate the need for more effective 
distribution and utilization of available resources (especially personnel). 

 

 
 

Fig. 1. Average healthcare spending per capita, USD 
 

 
 

Fig 2. Medical personnel and resources per 1000 inhabitants 
 

 
 

Fig. 3 Share of pharmaceutical spending, % of all healthcare spending 
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As it is shown in the OECD report [2] access to care is one of the primary 
facilitators of public health [3]. R. Penchansky et. al. defines «access to care» in the 
following dimensions [4]: 

1. Availability — getting good medical care when you need it and in state of 
emergency. 

2. Accessibility — how difficult for you is to get to a needed healthcare facility, 
depends on the geographic distribution of doctors and clinics. 

3. Accommodation — how long should you wait to get an appointment, ease of 
getting in touch with the corresponding doctor. 

4. Affordability — how satisfied are you with your medical bills and their 
financing, characterizing unmet care needs due to cost [2]. 

5. Acceptability — how satisfied are you with doctors’ offices. 
T. Ono et. al. suggest three strategies for coping with accessibility problem: 

targeting future physicians to maximize the pool of physicians available, redistributing 
current physicians for more even population coverage and «doing more with less», in 
other words improving doctors’ productivity and coverage by utilization of modern 
technology and smart management approaches [1]. 

One of the most discussed and feasible solutions to maintaining and improving 
these indicators is adopting e-Health with telemedicine and mobile medicine in parti-
cular. This novel approach enhances monitoring, diagnosis, treatment and prevention 
with the help of following components: 

1. Integrated clinical information management systems (CIMS): 
1.1. Electronic Health Records (EHR) allows to transfer patient’s data between 

medical personnel, store it in always accessible manner. 
1.2. Computerized physician order entry (CPOE).  
1.3. Clinical decision support system: providing physicians with information and 

protocols regarding patient treatment.  
1.4. ePrescription: electronic generation and transmission of medical prescription 

to pharmacies. 
2. Telemedicine: providing physical and psychological diagnosis and treatment 

from distance using various text, voice, image, video or other data transmission 
capabilities.  

3. Continuous monitoring. Mobile healthcare (m-Health)[5]: usage of mobile 
devices for collecting, aggregating and transmitting patient data, sending it to doctors 
with instant feedback availability (for mobile telemedicine). Enables real-time health 
monitoring outside clinics with the help of Body Sensor Networks (BSN) and various 
Medical Internet of Things Devices (m-IoT). 

4. Virtual healthcare teams: consist of specialists of different profiles who coo-
perate and exchange information about patients with the use of digital equipment. 

5. Consumer Health Informatics (CHI): analyses consumer’s needs on health 
information, makes wellbeing information accessible to the public. [6] 

6. Health knowledge management: providing physicians and researchers with 
state-of-the-art techniques and practices. 

7. Medical research and practice using novel deep learning techniques.  
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8. Health information exchange (HIE) systems. Secure data sharing between 
organisations regarding patients’ privacy enables more comprehensive studies and 
effective communication resulting in more accurate diagnosis and treatment plans. 

Topics mentioned above will be discussed in detail in the following chapters. 
 

Сlinical information management systems (CIMS) 
As number of available healthcare data grows as well as the processing 

capabilities, the need for its’ proper storing management and utilization rises. CIMS 
stores manage and provide access to integrated data related to clinical performance 
[7]. 

 
Fig. 4 Generic CIMS architecture 

 
Typical CIMS business flow is shown on fig. 4. Patient registers on the clinic’s 

reception and CPOE assign physician appointment according to the entered data and 
syncs it with the EHR system. When the patient enters physician’s office, the doctor 
already has anamnesis, historical data, lab analyses data or monitoring devices’ 
measurements (which also can include smart Body Sensor Networks (BSNs) as 
discussed in Chapter 3). A clinical decision support system helps specialist to process 
all available information and provide an optimal treatment plan which is synced back 
to the EHR system. If needed, medication prescription is automatically sent to 
pharmacies using ePrescription module. 

As we can see, the core of such system is the EHR module defined as «a 
longitudinal electronic record of patient health information generated by one or more 
encounters in any care delivery setting. Included in this information are patient 
demographics, progress notes, problems, medications, vital signs, past medical 
history, immunizations, laboratory data, and radiology reports».[8] Integrating such 
system into the clinic’s workflow is bringing transparency, quality, organisational and, 
as a consequence, social outcomes: 

1. CPOE optimizes clinic’s operations by maximization of doctor’s utilization and 
saves patient’s time eliminating queues. 

2. Integrated ePrescription eliminations possibility of prescription forgery redu-
cing drug abuse and automates interactions with insurance companies.[9] As this  
data is gathered and processed by the central entity, government can monitor drugs 
utilization and check if doctors are following treatment protocols reducing 
pharmaceutical corruption. 

3. Integration of various health monitoring sources allows and therefore 
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4. All factors mentioned above fuel Decision Support Systems. Also, adopting 
EHRs allows reusing collected clinical data for medical research after proper quality 
estimation resulting in better decision quality for the whole industry.[10]  

As well as advantages, mentioned above, adopting EHR system has the following 
drawbacks: 

1. Adoption difficulties for elder personnel. For some elder doctors, especially in 
developing countries, it is very difficult to get used to state-of-the-art technology. As 
we can see in Fig. modern society is demanding more and more physicians, this 
strong demand makes pressure on doctors for working past their retirement options. 
For example, as it was stated by Ministry of Health, Ukraine lacks more than 20 000 
health specialists.[11] 

2. Temporary disruption of workflows during the adoption period as workflows in 
such systems are generalized and may differ from used on-sight resulting in 
productivity loss.[8] This can lead to better outcomes after the transition period 
because standardized business-processes may be more up-to-date and effective. 

3. Poorly designed EHR systems may lead to medication errors due to human-
machine interface flaws (for example, dosage violations in prescriptions). [12] 

4. Risk of data breaches and patients’ data privacy violations.[13]. This threat 
can be split into two levels-internal breaches to EHR systems and breaches during 
data transfer and integration with external services. In addition to leaks of sensitive 
data and users’ identities, such violations are opening possibilities to data tempering 
which can cause mistreatment resulting in patient’s injuries or even death. [14] 

5. High implementation, adoption and maintenance costs. For example, 7-year 
EHR implementation project for 280-bed acute care hospital cost 19 million US 
dollars.[15] From 3rd year outcomes outweighed investments, but the initial investment 
is rather large, especially for the small facilities. 

6. Not full implementation of CIMS affects cost-effectiveness, treatment quality 
and therefore patients’ safety.[16] 

 
Telemedicine: telehealth, virtual healthcare teams, mobile healthcare (m-Health) 
World Health Organisation (WHO) defines telemedicine as «The delivery of 

health care services, where distance is a critical factor, by all health care professio-
nals using information and communication technologies for the exchange of valid 
information for diagnosis, treatment and prevention of disease and injuries, research 
and evaluation, and for the continuing education of health care providers, all in the 
interests of advancing the health of individuals and their communities». [17] As we 
can see from the definition, it aims to improve healthcare quality by enhancing access 
to care effectively eliminating geographical and human resource obstacles where it is 
possible. This isn’t a novel invention — telepsychiatry has a long and successful 
history of using phone crisis lines, most insurance companies use call centres as first-
line support and for CPOE. As reported by governmental polls, in March 2019, ave-
rage Ukrainian doctor spent 2 hours and 30 minutes a day attending patients at home 
and this time can be reduced using telemedicine as more than 90% of doctors and 
patients have the access to required technological solutions and infrastructure.[18] 
Moreover, these reports specify that 70% of cardiology patients already require 
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telemedicine and 54% of all patients find receiving their medical reports remotely 
acceptable. 

According to the World Health Organisation’s (WHO) data telemedicine adoption 
heavily correlates with the quality of infrastructure in country. For example, high-inco-
me countries have an average penetration rate of mobile technologies for patients re-
cords at 60%, compared to just 20% in poor regions. [19] Developing countries could 
benefit the most utilization of remote care, but lack of telecommunication 
infrastructure, people to maintain it and even stable electricity supply limit its 
uptake.[20] For instance, pilot implementations even in most developed African 
countries, such as Ethiopia are only partially successful.[21] 

While the main driver of telehealth adoption in poor countries is the lack of 
professionals and infrastructure coupled with geographical disparities in available 
resources, in developed countries it are ageing of the population and, as a 
consequence, growth of chronical diseases’ patient numbers.[19] [22] People 
suffering from such conditions usually have to constantly monitor their heart rate, 
blood pressure, blood sugar level, breathable air volume or other vital factors and 
consult physicians on results. In not exacerbated conditions those measurements can 
be performed at home and be automatically transmitted to the clinic for further 
interpretations freeing medical resources for patients with more severe diseases and 
improving recovery time as it is usually better in the family context.[19] mHealth 
effectively addresses this issue. It enables the continuous monitoring of patient using 
Body Sensor Networks (BSN) or regular smart wearable devices such as Apple 
Watch.[23] These sensors collect user’s data and then sync it with EHR systems 
allowing doctors to have fuller anamnesis and prevent exacerbation of the patient’s 
condition by notifying patient on worsening condition. Also, they usually can call an 
ambulance and relatives in case of emergency. Another possible application of 
mHealth is completely non-invasive non-contact monitoring, several examples 
discussed below: 

1. Novel solutions for detecting cessation of infants’ breath based on video 
motion sensors are researched with very promising results.[24] This approaches 
significantly surpasses current medical solutions based on ECG as they don’t require 
electrodes attached to the body which limit child’s movements and have a lot of false-
positive alarms which are disrupting patient’s and parents’ sleep.  

2. Smart clothing using embedded into fabric or adherent accelerometers, 
pressure and deformation sensors already help in monitoring various respiratory and 
cardiovascular disease.[25] 

3. Mainstream smartwatches have the capability to record ECG.[26] Currently 
their data is not accurate enough to be used in clinics, but enough for estimating 
patient’s state and suggesting clinical care when needed. 

One of the most promising outcomes of the telemedicine is empowering Virtual 
Healthcare Teams (VHTs) — doctors from different organisations can remotely work 
together when needed. For example, Intermountain Healthcare developed a TeleCri-
tical Care initiative aimed to provide remote clinical decision support to bedside staff 
at critical care clinics enabling proactive monitoring by highly qualified physicians and 
nurses. Team of 20 nurses and 22 doctors is enough to cover 263 critical care beds 
across 12 clinics in Idaho and Utah.[27] Telepathology (transmitting digitalized 
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pathology results) is already adopted and commercialized in most developed 
countries.[28] In Zaporizhzhya oblast of Ukraine PHC physicians can make ECG 
measurements at patient’s home or in a local outpatient clinic and then in 15 minutes 
consult a highly specialized doctor from the Regional Medical Center for 
Cardiovascular Diseases discussing diagnosis and further steps in treatment, so 
people from remote villages are not obliged to travel long distances, what is not only 
time-consuming, but also very undesirable in case of exacerbated condition, to get a 
professional consultation.[29] 

Another application of telemedicine is enhancing the learning process: students 
can be part of the distributed team and obtain experience of working with rare 
diseases and learn from the top professionals without leaving campus. Tele-learning 
can be utilized for both civilians and professionals, education of population can bring 
the quickest outcomes: preventive care by teaching about HIV and HB improved 
adherence to them in South Africa and Rwanda, [21], using solar-powered radio by 
traditional birth attendants helped to reduce maternal mortality in remote rural 
Uganda, when even electricity is not accessible.[30]  

Despite all advantages described above, there are major obstacles which impede 
telemedicine development: 

1. High implementation costs. 
2. Lack of technical expertise and underdeveloped infrastructure. 
3. Legal issues and privacy concerns are among main factors in developed 

countries. 
4. Cultural issues. 

 
Fig. 5 Barriers to telemedicine development by World Bank income group [17] 

 
WHO report (Fig. 5) shows that these issues heavily correlate with average 

income as developed countries already have all required infrastructure and can focus 
on cost-effectiveness and legal side, while low-income regions require technology, 
reliable networks and skilled professionals to maintain telehealth framework.  

 
Consumer Health Informatics (CHI) and Health knowledge management 
CHI is any software or hardware tool designed to interact directly with consumers 

providing individualized assistance to help the patient better manage their health or 
health care.[31] Wide adoption of smartphones coupled with advances in machine 
and deep learning allowed organisations to create various personalised health 
assistants including fitness and wellbeing assistants (Polar Flow, Strava Summit, 
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Garmin, Suunto, Google Health), period tracking and children planning assistants for 
women (Flo, MyCalendar, Ovia, Clue), nutrition and calorie tracking (MyFitnessPal, 
Noom Coach), apps for diabetes (Fooducate, MySugr, Glucose Buddy, BG Monitor 
Diabetes), sleep trackers (Sleep cycle, Sleep Score, Pillow, Sleep Genius, 
SleepTown). New home assistants like Amazon Alexa, Microsoft Cortana and Google 
Assistant open new possibilities for integration of systems listed above for seamless 
user experience eliminating the need for manually maintaining info in standalone 
applications. 

Another notable aspect of CHI is utilization of wearable technologies including 
smart sensors and Body Sensor Networks (BSN) discussed in Chapter 3. This 
approach empowers remote monitoring and even allows immediate analysis and 
feedback to patient.[32]  

Another important aspect of healthcare is Health knowledge management (HKM). 
HKM is a continuous cyclic process of: 

1. Creation which consists of knowledge acquisition and representation. 
2. Structuring — defining, indexing and storing knowledge, building knowledge 

taxonomies.  
3. Disseminating — sharing and collaborating over obtained knowledge, 

presenting it to relevant communities. 
4. Evaluating knowledge — is a process especially important for healthcare 

which involves asserting newly described techniques and outcomes, performing 
meta-reviews and tests by unaffiliated parties.  

5. Applying knowledge. [33]  
Health organisations constantly become more and more integrated empowering 

global collaboration which requires a very effective transfer of information and 
knowledge. As technologies evolve and mature allowing building secure scalable 
infrastructure it became possible to build an integrated e-health platform with HKM 
capabilities. Proper utilization of knowledge management brings following advantages 
to health care process: 

1. Medical error reduction by providing decision assistance to practitioners. 
Usage of standard protocols enforces evidence-based care and clearly improve 
outcomes. [34] Moreover, every event that doesn’t fit given protocols should be 
documented and further researched resulting in continuous quality improvement. 

2. Cooperation leads to more innovation. [35] To be shared between different 
parties knowledge must be structured and managed. 

3. Quality increase. 
4. Cost reduction as proper knowledge management assures reuse of 

information and new research cycle is based on the previous one. Also, error 
reduction discussed above greatly improves cost-effectiveness.[35] 

HKM is closely coupled with managing information as knowledge is the result of 
information processing.[33] As health data is very sensitive and it’s leakage may 
expose patient’s identity exchanging it requires novel architectural approaches 
discussed below.[14] 

UTILIZATION OF ML AND DL. HEALTH INFORMATION EXCHANGE (HIE) 
Growing adoption of various CIMS and CHI systems produce large amounts of 

meaningful data. To fully open its’ potential and extract knowledge from it this data 
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should be aggregated, cleansed and processed. Another case is transferring patients’ 
data within different institutions (e. g. magnetic resonance imaging to physician). 
These processes require securely exchanging sensitive information between different 
parties with need to preserve patient’s identity and avoid tampering with strict 
compliance requirements.[36] Distributed blockchain databases are addressing this 
HIE requirements as Hyperledger offers: 

1. Decentralised management. 
2. Immutable audit trail to prevent tempering. 
3. Data provenance as origins of digital assets are traceable and can be modified 

only by owner. 
4. Robustness and availability due to its out-of-the-box distributed nature. 
5. Security and privacy as stored data may only be read using patient’s private 

key [37]. 
The drawbacks are increased computation resources required to maintain the 

system and implementation costs, so it’s suggested to use blockchain only for storing 
critical data [14]. 

Accumulation of such amounts of data and ability to exchange it enabled possibi-
lity of utilizing Machine Learning (ML) and Deep Learning (DL) techniques. On CHI 
level patients can have permanent monitoring and analysis systems. For example, 
processing data from generic motion video-sensor can help detecting infant’s 
respiratory cessation during sleep and raise the alarm.[24] The other case is 
physician assistance AI systems trained on large amounts of historical data like IBM 
Watson.[38] These systems analyse multi-modal image analyses, genomic data, 
various clinical data and even patient’s lifestyle data from external sources facilitating 
estimation of differential diagnosis and providing patient management 
recommendation.[39] These systems already show high performance in cancer 
diagnosis.[40] AI-assisted genomic analyses help researches to create highly 
personalized treatments.[38] 

INTEGRATED SOLUTION 
There already are a lot of solutions to problems mentioned in chapters above but 

integrating all of them into one seamless system should bring synergy effect to 
outcomes as it was proved by CIMS.[41] To maintain security and performance 
requirements we propose layered approach:[42] 

1. Private client’s layer. Data from smart sensors and BSNs is processed and 
stored on the fog-network layer enabling immediate feedback to the user. Transferred 
data must be encrypted for protection against man-in-the-middle attacks. 

2. Healthcare organisational layer. Incorporates CIMS, mHealth and telehealth. 
3. Cross-organisational patient layer. Client’s data is transferred in encrypted 

format between various medical amenities. Blockchain technologies might be used for 
protection against tampering and intrusion detection as the provide audit trail. 

4. Cross-organisational data layer. Anonymized and cleansed patients’ data may 
be shared for collaborated knowledge extraction. 

Proposed integrated solution is described on Fig. 6 below. By integrating different 
modules, we empower HIE making anamnesis fuller and therefore improving 
diagnostics; mHealth and telemedicine allow continuous monitoring without any daily 
routing changes so user is more likely to gather more information which will be 



Серія: інформатика, обчислювальна техніка та кібернетика  

178 

 

propagated further; making CHI interaction experiences seamless result in more strict 
following prescriptions and healthy lifestyle adherence; knowledge extracted from 
gathered data is effectively distributed by HKM and then applied by physicians, CHIs 
and decision support systems improving quality of care. Data flows in integrated 
healthcare system are transparent and highly observable which allows government to 
make data-driven decisions improving domain efficiency. 

 

 
Fig. 6. Integrated medical data management system 

 
Conclusions 
In this paper we examined various aspects of healthcare data management 

systems (HDMS) including CIMS, telemedicine and mHealth, CHI, HKM and AI 
techniques for knowledge extraction and diagnostics. It was shown that utilization of 
HDMS can give the biggest boost to care quality developing countries, as it: 

1. Drastically improves access to care even in remote regions with the help of 
mHealth and telemedicine. 

2. Makes human and infrastructure resource utilization much more efficient 
(VHTs, CHI, smart decision support systems). 

3. Enforces gathering and structuring information, creating HKE process which, 
as a consequence, lays foundation for future development and innovations in health-
care domain. 
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Impediments such as absence of infrastructure, low digitalization penetration, 
lack of capable professionals and experts and high initial implementation costs slow 
down it’s adoption.  

Implementation advantages and drawbacks for each module were discussed sho-
wing necessity for full adoption for reducing potential errors and improving efficiency. 
Proposed integrated solution maximizes each module’s outputs by enforcing data 
exchange and creating seamless user interaction which increases both data quality 
and quantity. Analyses of these data flows allows government to make data-driven 
decisions improving overall domain efficiency and, as a result care quality. Main HIE 
implementation drawbacks are possible privacy breaches and security concerns 
which can be addressed by layering architecture and applying solutions best suited 
for each layer (encryption for BSN, blockchain for cross-organisational patient layer). 
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